Supporting Positive Change

Informatien rechnology
Security

Awareness Training
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Handheld Computerss
» Portable Electronic Devices (PED)
> Mobile Data Terminals (MDT)

» Smart phones

» Tablets



ACCESS, USE, dlsclosure disruption, moedification,
or destruction in erder to previde:

- Confidentiality

* Integrity

- Avallability



Integrity: to make s |
Systems are neot mOdIerd maliciously: or
accidentally.

Avalilability: the reliability and timely access to
data and resources by authorized individuals.



makes protecting these assets more Important
than ever before.

Systems have become more complex and
Interconnected, increasing the potential risk with
their operations.



Nave acCess to C mir tice Infermation
within Six mentns ef initiall assignment, and
biennially thereaiter, Who have access to
Criminal Justice Information.



SIa Gy AWelrarnas:

CJIS Secunty Policy.

Desktop SecUnty.

PassWenes
Storing of Sensiii

Disposal of Sensitive Data
Vulnerabilities and Threats

Sanctions
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» LIving DecUmeEnt CUENtVErSIOn 5.2
dated 08/2014

Changes eccur as a result of an Advisory
Process with each pelicy. change, a new edition
IS ISSUed to supersede all prior updates.
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The CJIS SEcUntyRCICYRIEVIAESIRE MiRimum
levell ol SEculity/ e qUireMERNSIGEIEMMINEC

accept EOF theNaISINISSION; PrECESSING, and
storage off CJIS data:

They include:
Rules ofi behavior policy forremployees
Laws, regulations and management goals
Security Procedures



admlnlsterlng a

the user community.




Ensure state/federal agency compliance with
policies approved by the CJIS Advisory Policy
Board and adopted by the FBI.



Document technical compliance with the CJIS
Security Policy.
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RESPERSIIENOIFIENGIGWIREE

Establisning arsecurit Y, INCIGENTESPOEASE and
[EPOIING PrECE JdeJ U diISCoVEr, Investigate,
document and repert R major Incidents that
significantly: endanger the Securty or integrity of
the criminal justice agency: systems to the DOJ,
the affected criminal justice agency, and the FBI
CJIS Division ISO.



Must happen

AWelrgness airc T relnine

Personne
Personne

Personne
roles

WhHGe Manage USErS
with physical and legical access
with Informatien Technology



Computer SECURLAMUSENG t all times
against any: unautherHz J ACCESS I ing the
routine viewing e Crmmali |

displayed in cemputer mon ors, printed: or
stored.

ncludes: Mobile/remote devices such as Mobile
Device Computers (MDCs), handheld devices,
aptops, smartphones and tablets.
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record checkishallfloe conducted Within 30 days
of employment G assignment.




Must have both right te know™ and "need to
kKnow™ at time of performing a transaction.

Third party dissemination Is authorized only If
the other agency Is an authorized recipient.
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CLETS /- NCICHemminalsiane “FJr
Enforcement BUSIness @nly:

CLETS / NCIC terminalsimust be operated only
In controlled space and under the direct
supervision of autherized persennel.



workingrheurs; any  CEENSYANCIC terminals must

be:

Turned off; USB Flash, CD’s diskettes, tapes,
removable hard disks, and or printer ritbons
must be removed and secured.
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» Badge numer
* Employee or pinnumber
* Unigue alphanumeric identifier



MinTmum: 8 characters

Not'a dictionany,WGord o proper name
Not Ssame as user: 1D

Changed within'a maximum of 90 days
No password reuse of last 10 passwords



You will be

USES YoUur passwaord I

transaction.




Experienced hackers know: te loek for exposed
passwords that are taped to monitors, hidden
under keyboards, or even in a desk drawer.
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Unwanted break-1ns irem Unknow

as well as known individuals.

Individuals,



Srotact Yollr Passwores

MEmGRZENF=CONGINPUNNANVANRE

Safeguard it =VourrpassWerd ISinerkey torone of
the most Valuialle eSeUCES:

If you forget your password, notify appropriate
personnel; your old passwerd will be deleted
from the system and a new one issued.



Proigct Yolur Passwearels

ImmedictelyAeloVIRERIENSUSPHECIEUIOIFKNOW
OMISE GRS SIEMNIASSWOIES el

passwerd mustiseNSSUedrancitiiercompromised

passworad i IEletediiemithe system.

When a systemi User ne Ienger needs access, the
password must be remoeved from the system.

When you leave a terminal unattended for any
reason, log off or lock the computer.
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INGUNSIStERY

> ShiallerSIeECNRRANSECUIEN
AVIrGRMERE

Today’'s crime scene Is in your:
* Living roem
» Home office
» Workplace
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shredders

Burn
Destroy



J Human
. Communication
° Hardware and Software
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prevent a neiiral cJ]S:e.s, T, bUt damage can be
minimized Wit preperplanning: Nattiral threats
Include:
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. _Ightning

. Power: Fallures
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iInclude:
- Physical damage te equipment
. Deleting infermation
. Permitting unautherized USers to access

Information



Security seftware suchias an antivirus program
IS designed to pretect against intentional threats.



EavesdrOp A0
. Unautherized data access
. Intrusions
. Denial of Service

o Theft



elslest Away erereak Inte a
pUIleiRgIS teruRleck the door
With the key.

IR the context of: computer
SEcurity, one process of
getting the “key" Is called
soclal engineering.



Soclallengineersrdenst

Their “peoplerskillstg;
SUPPOSE 1o PE.

= Charm
= Intimidation
= Trickery

NEEQ 1O




Definition:

‘Non-technical type of intrusion
which relies heavily on human
Interaction and often involves
tricking other people to break
normal security procedures”™




password and other Infermation n order to
troubleshoeot preblems with the network or the
user's account.



company, pretendlng {0 have forgotten
thelr password and demanding that
Information Immediately because of a
pressing business urgency.




Some Seecial EnHM- M A CUGCSS

‘DUmpster BIiving

POSING as company employees:
[T team member
Building repair persennel
Janitors

“Shoulder Surfing”
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Social ENYINEEN creates a problem on
the network or the user’s computer.

Soeciallengineer or hacker comes to
the rescue, fixes the * ¥
thereby gaining the victim's
confidence.



Donassume personnel
KRGW. RELER than te freely
give eut cenfidential
Infermation.
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FOREWARNED IS FOREARMED

Denite asieepiatthe:s
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“Phishin J [Stteractoirsendingan email
pretending tor e e eRlINEStere; a financial
Institution;, o an IRtEMEr SERICE Provider with

the Intention; oi gaining persenal imiermation.
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SUPEenVIser er C
Officer.

lion Security.
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The DOJ conaucts records and database audits
on all Criminal Justice AGencIes every three
years.

All system transactions are subject to routine
review for inappropriate or illegal activity.
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Siplclzirels of Disalollne

Infermatien centeiiEdMIINAENEBINCIIS
InfermateRISYSIEMNS sensﬂ] VENRIGRMAUGN:

Information IS SEAGUS ay esult in
administrative sanctiens including, but not
limited to:

. Termination of SEervices.
State and Federal criminal penalties.
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YOURESPORSIIYACICORIGINO e
urrementsreiRtaerDOINCIEENSIPoIICY and the

Wit

Fal

Secﬂ"'r / PJJ]C / WhEN USING computers

llure to comply with' Rules of Behavior may.

constitute a security: vielatien resulting in denial
of access to the system.



2.

3. If you have any guestions albeut the proper
operation or Securty effcomputer systems
entrusted to you, contact your CLETS Information

Security Officer.






